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5 Ways Healthcare Organizations Can Reduce Security Breaches

Fred Pennic, Founder of HIT Consultant discusses 5 ways healthcare organizations can reduce
occurrences of security breaches

Dec. 16, 2011 - PRLog -- Atlanta, GA Dec. 12, 2011:  According to a recent study by Ponemon Institute,
there is an epidemic in security breaches in healthcare organizations increasing over 32 percent in the past
year costing an estimated 6.5 billion annually. 96 percent of all the healthcare providers who participated in
this study say they have had at least one data breach in the past mainly caused by employee sloppiness,
which includes stolen computer devices, unintentional employee action, and third party errors. 

So, what should healthcare organizations do to reduce security breaches? The following are 5 ways to
effectively reduce security breaches: 

1.   Establish Security/Privacy Policies and Training. According to the study, “healthcare personnel who
handle sensitive and confidential patient information should be trained and aware of the policies and
procedures governing the protection of this information.” Billing records and medical files are the most
frequently lost or stolen patient data.  Employees must understand the importance of protecting patient data
and healthcare organizations must effectively trained and enforce PHI policies and procedures. Healthcare
organizations must also make privileged user and access governance a priority to combat unauthorized
access to patient data and loss or theft. 

2.   Perform PHI Risk Assessment. Healthcare organizations should perform a PHI risk assessment to
Inventory any healthcare information that is personally identifiable.  Healthcare organizations must
understand where their sensitive data resides including all stages of information workflow (stored, in use,
transmitted). Then, the information should be prioritized by terms of sensitivity to determine their level of
protection. The study states that 49 percent of respondents do nothing to protect mobile devices. Performing
the risk assessment allows healthcare organizations to implement effective privileged user and access
governance controls. Most importantly, it is required by the meaningful use final rule, HIPAA, ISO27001,
etc.

3.   Implement Security & Privacy Measures. Healthcare organizations should implement security and
privacy measures such as AES-NI (Advanced Encryption Standards New Instructions) protecting the
confidentiality of sensitive data. Having a set of robust security monitoring tools for networks and data
bases in addition to encryption is critical to the prevention of future security breaches. Encryption must be
properly implemented in a multilayered approach with administrative and physical controls. This goes back
to Step 1 ensuring effective administrative training on encryption policies/procedures. Healthcare
organizations must also invest in anti-theft technology. 

4.   Establish a Risk Mitigation/Incident Response Plan. The risk mitigation plan clearly defines all of the
guidelines and assigned teams and responsibilities to effectively manage mitigating loss or theft of PHI.
 According to the study, the average time to notify data breach is 7 weeks with 83 percent of respondents
believing it is critical to notify victims as soon as possible. An effective risk mitigation strategy can quickly
protect, respond, and recover potential loss and theft of data with the help of anti theft technology in a
shorter time frame. 

5.   Make Security & Privacy a Priority in Budget Planning. According to the study, “insufficient budget
and risk assessments are organizations’ greatest weaknesses.” 54 percent stated inadequate budget for
security and privacy as their kryptonite to preventing a data breach. This last and final steps is the hardest
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steps and there is no easy answer for CIOs to get budget approval for additional security and privacy
measures when organizations are already faced with the competing priorities of ICD-10, meaningful use,
etc. However, security breaches are damaging and costly with notification required by regulations. One
potential security breach could make the case for approved budgets for security and privacy. 

While there is no magic solution to eliminating 100% of all security breaches, healthcare organizations that
use healthcare security and privacy best practices can greatly reduce the occurrence of security breaches
within their healthcare organizations. What other steps should healthcare organizations perform to prevent
security breaches? 

To read the entire full guest post by Pennic, 5 Ways to Reduce Security Breaches in Healthcare
Organizations, visit http://www.hitconsultant.net/2011/12/12/5-ways-healthcare...

About Fred Pennic: Fred Pennic is the founder of HIT Consultant, a social community devoted to
healthcare IT professionals. Fred has significant experience in HIT field currently serving as a Senior
Advisor at Aspen Advisors, a boutique healthcare IT management consulting firm and has contributed his
thought leadership to publications such as Healthcare IT News, Physician Practice Journal, etc.

About HIT Consultant: HIT Consultant is a social community dedicated exclusively to HIT professionals
with the sole mission of empowering our readers with the foresight to successfully navigate the dynamic
landscape of the healthcare IT industry.
We believe in providing a comprehensive coverage of the HIT industry in a clear and concise manner with
a specific focus on knowledge sharing digital media content that will foster the professional development of
HIT professionals.

# # #

HIT Consultant is an online social community dedicated exclusively to HIT professionals with the sole
mission of empowering our readers with the foresight to successfully navigate the dynamic landscape of the
healthcare IT industry.
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